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The Governor of California
President pro Tempore of the Senate
Speaker of the Assembly

State Capitol

Sacramento, California 95814

Dear Governor and Legislative Leaders:

The California Whistleblower Protection Act authorizes my office to publish the following
report that summarizes some of the investigations of alleged improper governmental activities
that we have recently completed. This report details eight substantiated allegations involving
several state agencies. Our investigations found waste and inefficiency, improper hiring, and
other improper governmental activities totaling nearly $2.6 million.

In one example, we found that an agency did not deposit a check for nearly $875,000 that

had been in its receipt for two years. This error resulted from accounting staff not following
its internal controls and then losing track of the payment. Another case involves a manager
who operated a personal business in which he coached prospective state employees on how to
embellish or falsify their qualifications when applying for state jobs. Our investigation focused
on three of the manager’s clients and found that they received unlawful appointments. The
manager used his own methods to unlawfully obtain state positions for himself. In yet another
example, a chief information security officer (CISO) violated the law when he improperly
provided to a job candidate 35 job applications containing confidential information. The CISO
sent the information to the job candidate to help him understand the qualifications of the other
candidates he would be competing against for the position.

State agencies must report to my office any corrective or disciplinary action they take in
response to recommendations we have made. Their first reports are due within 6o days after
we notify the agency or authority of the improper activity, and they continue to report monthly
thereafter until they have completed corrective action.

Respectfully submitted,

st A

GRANT PARKS
California State Auditor

621 Capitol Mall, Suite 1200 | Sacramento, CA 95814 | 916.445.0255 | 916.327.0019 fax | www.auditor.ca.gov
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Summary

Results in Brief

Under the authority of the California Whistleblower Protection Act, the California

State Auditor’s Office (State Auditor) conducted investigative work from January 1, 2023,
through December 31, 2023, on 1,306 allegations of improper governmental activity. Some
of these investigations substantiated improper activities, including waste and inefficiency,
improper hiring, and other improprieties. We provide information in this report on only
a selection of the cases we have investigated as a deterrent for state agencies and state
employees so they might avoid similar improper governmental activities.

Department of Health Care Services

An accounting supervisor with the Department of Health Care Services (Health Care
Services) failed to deposit a check for nearly $875,000 from the county of Los Angeles more
than two years ago. Health Care Services’ failure to promptly deposit the check resulted in
waste and inefficiency.

California Department of Tax and Fee Administration

The California Department of Tax and Fee Administration (CDTFA) did not promptly
identify travel expenses that lacked support justifying a business purpose. As a result, nearly
150 current and former employees incurred more than $92,000 for unsupported travel
expenses that occurred before 2024. CDFTA’s delay in identifying travel expenses that lack
support also prevented the department from efficiently recovering funds from employees
who failed to provide adequate support demonstrating a business purpose for their travel.

California Department of Veterans Affairs

The California Department of Veterans Affairs made an economically wasteful decision
when one of its veterans homes purchased furniture and stored it outside, exposed to
the elements for an extended period, causing it to be no longer serviceable. Specifically,
the veterans home stored new mattresses outside for about six months and stored

new bed frames outside for over four years. The cost of the damaged furniture was
approximately $23,500.

Multiple State Agencies

A manager who worked at various state agencies violated state law and engaged in gross
misconduct by operating a personal business in which he coached prospective state
employees on how to improperly obtain state employment. The manager’s misconduct led
to his clients receiving unlawful appointments to state positions at various state agencies.
Moreover, the manager utilized the methods he promoted in his business to unlawfully
obtain state positions for himself.
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Department of General Services

A custodian supervisor and two building managers at the Department of General Services
engaged in improper hiring practices, including hiring family members and providing
special assistance to their acquaintances during the hiring process.

California Department of Social Services

Two employees retired from the California Department of Social Services (Social Services)
before they reached their normal retirement age, which made them subject to special
requirements governing when and how they were allowed to return to state service as
retired annuitants. However, before their official retirement dates from Social Services,
each made an agreement with a department executive to return to work for

Social Services after retirement. These agreements violated state laws that prohibit hiring
prearrangements for employees who retire before reaching their normal retirement age.

Unnamed State Agency

A chief information security officer improperly disclosed personal information about
multiple candidates for a student assistant position to another candidate for the
position. The personal information included employment histories, dates of birth,
addresses, and partial social security numbers for the other candidates. We are not
naming the agency that is the subject of this report because doing so may identify

or lead to the identification of the individuals mentioned in the report, which would
violate state law.

California Department of Education

The California Department of Education (Education) does not conduct on-site reviews
of nonpublic agencies as required by state law, despite collecting $1.6 million for the
2024 calendar year from nonpublic agencies to do so, nor does it have an established
process to monitor nonpublic agencies. Education’s on-site reviews are intended

to ensure that nonpublic agencies are appropriately providing alternative special
education services to students with exceptional needs.
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Introduction

Under the California Whistleblower Protection Act (Whistleblower Act), anyone who in
good faith reports an improper governmental activity is a whistleblower and is protected
from retaliation.” An improper governmental activity is any action by a state agency or by a
state employee performing official duties that does any of the following:

+ Violates a state or federal law.
+ Is economically wasteful.
+ Involves gross misconduct, incompetence, or inefficiency.

+ Does not comply with the State Administrative Manual, the State Contracting Manual,
an executive order of the Governor, or a California Rule of Court.

Whistleblowers are critical to ensuring government accountability and public safety.

The State Auditor protects the identities of whistleblowers and witnesses to the maximum
extent required by law. Retaliation against state employees who file reports is unlawful and
may result in monetary penalties and imprisonment.

Ways That Whistleblowers Can Report Improper Governmental Activities
Individuals can report suspected improper governmental activities through the toll-free

Whistleblower Hotline at (800) 952-5665, by U.S. mail, or through our website at
www.auditor.ca.gov/whistleblower.

Investigation of Whistleblower Allegations

The Whistleblower Act authorizes our office, as the recipient of whistleblower allegations, to
investigate and, when appropriate, report on substantiated improper governmental activity
by state agencies and state employees. We may conduct investigations independently, or

we may request assistance from other state agencies to perform confidential investigations
under our supervision.

From January 2023 through December 2023, we conducted investigative work on

1,306 cases, some of which we received in previous periods. As Figure 1 shows, 859 of

the 1,306 cases lacked sufficient information for investigation or were pending preliminary
review. For another 402 cases, we conducted work or will conduct additional work—such
as analyzing available evidence, contacting witnesses, and requesting information from
state agencies—to assess the allegations. We referred another 13 cases to the relevant
agencies so they could investigate the matters further, and we independently investigated
or performed follow-up work on implementing recommendations for another 32 cases.

T The Whistleblower Act can be found in its entirety in Government Code sections 8547 through 8548.5. It is available online at
http:/leginfo.legislature.ca.gov.
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Figure 1
Status of 1,306 Cases, January 2023 Through December 2023

859/66% 1 ,306 402/31%

Lacked sufficient information for an Attempted to establish predication*
investigation or were pending review TOTAL CASES 1 3p 1 (y :
(]

Referred to another agency for investigation

32/2%

Investigated or performed follow-up work

Source: State Auditor.

* Predication is reasonable cause to investigate an allegation. Establishing predication generally includes analyzing available
evidence, contacting witnesses, and requesting information from state agencies.

Under the Whistleblower Act, the State Auditor may issue public reports when
investigations substantiate improper governmental activities. When issuing public
reports, the State Auditor must keep confidential the identities of the whistleblowers,
any employees involved, and any individuals providing information in confidence to
further the investigations. In this report, we may have changed how we refer to the
gender of individuals involved in our investigations to protect their identities.

The State Auditor may also issue nonpublic reports to the head of the agencies
involved and, if appropriate, to the Office of the Attorney General, the Legislature,
relevant policy committees, and any other authority the State Auditor deems

proper. The State Auditor cannot release the identities of the whistleblowers or any
individuals providing information in confidence to further the investigations without
those individuals’ express permission.

The State Auditor performs no enforcement functions: this responsibility lies
with the appropriate state agencies, which are required to regularly notify the
State Auditor of any actions they take in response to the investigations, including
disciplinary actions, until they complete their final actions.
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Chapter 1

WASTE AND INEFFICIENCY

DEPARTMENT OF HEALTH CARE SERVICES
A Supervisor Failed to Deposit a Check for Nearly $875,000, Resulting in Waste and
Inefficiency

CASE 12023-11492

Summary of Allegations and Investigative Results

In response to an allegation that state agencies,
including the Department of Health Care Services

‘ = About the Agency
(Health Care Services), were failing to promptly
deposit checks issued by the County of Los Angeles Health Care Services provides Californians with access
(LA County), we initiated an investigation. to quality health care and is the single state agency

responsible for financing and administering the State’s
Medicaid program, Medi-Cal, which provides health care
services to low-income persons and families who meet
defined eligibility requirements.

Our investigation determined that in June 2022, an
accounting supervisor with Health Care Services
failed to deposit a check for nearly $875,000 from

LA County, resulting in waste and inefficiency.

Background

LA County, like many other counties, regularly publishes on its website all uncashed
checks it has issued. We initially contacted Health Care Services in October 2023 and
asked why it had not deposited a check in the amount of $874,707 issued in June 2022.
Health Care Services explained that it reviewed all of the internal controls it had in
place—including all received check images and tracking logs—and found no evidence
that it had ever received the check in question. Given the high value of the check, we
initiated an investigation to determine whether an improper activity occurred.

To provide a uniform approach to statewide policies regarding the management

of the State, the State Administrative Manual (SAM) establishes the statewide
policies, procedures, requirements, and information regarding a number of topics,
including financial accounting. For example, SAM section 8022 requires that all
checks received by state agencies be properly documented, and section 8032.1
requires that state departments deposit checks in a timely and economical manner,
defined as within no more than five working days. Finally, Government Code section
8547.2 provides that any activity by a state employee that is economically wasteful or
involves inefficiency is considered an improper governmental activity.
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An Accounting Supervisor Failed to Promptly Deposit a Check in the Amount of Nearly $875,000

As shown in Figure 2, LA County contacted Health Care Services in December 2021 to ask
about a missing check in the amount of $874,707. After verifying with Health Care Services

that the check had not been cashed, LA County submitted a request to Health Care Services to
reissue the missing reimbursement. In February 2022, Health Care Services issued a new check
to LA County that included the reissuance of the missing $874,707. However, for reasons that
Health Care Services could not explain, Health Care Services issued another check the following
month for the missing $874,707. LA County deposited both checks.

Figure 2
Timeline of Events

. December 2021
LA County submits a request for Health Care Services to
reissue a missing check in the amount of $874,707. May 2023 ..
LA County notifies Health Care Services that its check remains uncashed.

. February 2022 Health Care Services submits to LA County a request for reissuance.
Health Care Services issues a check to

LA County that includes the missing $874,707.

-« March 2022
Health Care Services issues a second check to LA County that includes the $874,707.
LA County notifies Health Care Services of the duplicate payment and Health Care Services
provides instructions to LA County on how to return the funds.

_aJune 13,2022
LA County issues a check refunding Health Care Services
for the duplicate payment of $874,707.

_aJune 21,2022

Health Care Services’ accounting supervisor receives LA County’s check and
requests additional details from Health Care Services’ program staff.

_=June 22,2022
Program staff contacts LA County and requests additional details to
facilitate the proper deposit of the check. Program staff forwards
information provided by LA County, but the accounting supervisor notifies
program staff that additional information is still needed.

-=June 23,2022

i Program staff contacts LA County again for additional details and
forwards information to the accounting supervisor indicating that there
is no additional information the program can provide.

| I—I i i i i i ‘m i i i i i L L L L L I

November Dec. January Feb. March April  May June  July  Aug. Sept. Oct. Nov. Dec. January Feb. March April  May June
2021 2022 2023

Source: Health Care Services' correspondence with LA County.

After recognizing that the March 2022 check was a duplicate payment, LA County informed

Health Care Services” program staff of the duplicate payment and requested instruction on how to
refund the money.> Program staff consulted with accounting staff, including an accounting supervisor,
and then provided LA County with the needed instructions. On June 21, 2022, the accounting
supervisor sent an email to accounting staff, acknowledging that he had received the refund check
from LA County for $874,707. The email included a scanned copy of the check, as shown in Figure 3.

2 The program mentioned in this chapter is the Disproportionate Share Hospital program.
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Figure 3
Uncashed Check From LA County

A COUNTY OF LOS ANGELES ) —

AUDITOR CONTROLLER'S GENERAL WARRANT
WARRANT CLEARANCE FUND. LOS ANGELES, CALIFORNIA

THE TREASURER OF THE COUNTY OF LOS ANGELES June 13, 2022 NOT PAYABLE AFTER SIX CONTROLLED DISBURSEMENT
500 W. TEMPLE ST. ROOM 502, LOS ANGELES, CA 90012 ) MONTHS FROM DATE ISSUED PAYABLE THROUGH: BANK OF AMERICA. N.A

NORTH BROOK. ILLINOIS
PAY TO THE ORDER OF:

DEPARTMENT OF HEALTH CARE SERVICES

MISC-REFUNDS > $*****874,707.36

Amount

276

APPROVED

PAY: Eight Hundred Seventy Four Thousand Seven Hundred Seven And »
36/100 Dollars  — -

Source: Health Care Services.

To correctly deposit the returned funds, Health Care Services accounting staft
determined that they still needed additional information. Accompanying the check

was an explanatory memo from LA County, along with copies of both state-issued
checks and a breakdown of how the refund amount was calculated. At that time, the
accounting supervisor asked program staft to provide his accounting unit with a check
deposit memorandum to assist in depositing the check. In response to the accounting
supervisor’s request, program staff reached out to LA County multiple times over the
next two days to obtain additional information. By June 23, 2022, program staff explained
to the accounting supervisor that $246,828 of the $874,707 was intended for the program
and the remaining was intended for Medi-Cal adjustments. For that portion, program
staff also provided the accounting supervisor with the needed funding ratio.

Ultimately, Health Care Services never deposited the $874,707 refund from

LA County, and we could not find any evidence that any additional actions occurred
before May 2023, when LA County contacted Health Care Services to notify it of the
uncashed check. In response, Health Care Services submitted a request through the

auditor-controller’s office for LA County to send yet another check for $874,707.

The Accounting Supervisor’s Actions Resulted in Waste and Inefficiency

The accounting supervisor’s failure to promptly deposit the check violated state
policy and was economically wasteful, depriving the State from using the $874,707

for other departmental needs over the last two years. Had our office not received and
investigated the complaint, Health Care Services would likely not have followed up
on the unclaimed check and could have forfeited the opportunity to recoup the funds.
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Fortunately, at the time of our investigation, Health Care Services was still within
the time frame to reclaim the funds from LA County by filing a request through the
county’s auditor-controller’s office.

Our investigation also concluded that the accounting supervisor’s failure to deposit
the check was inefficient. In our interview with the supervisor, we asked why he was
unable to use the information provided with the two replacement checks issued by
Health Care Services in February and March 2022 and work backward to properly
account for the returned check. The accounting supervisor stated that his unit did
not have access in June 2022 to all the information needed to deposit returned
checks, but he admitted that another unit did and that he should have reached out to
the other unit.

Further, our investigation found that Health Care Services failed to follow its internal
controls over deposits. Specifically, neither the accounting supervisor nor any other
accounting staft properly logged the refund check from LA County after Health Care
Services received it. This is in conflict with the state requirement that all received
checks be documented and with Health Care Services’ policy that each check be
scanned and logged. When we asked the accounting supervisor for assistance in
locating the check, he could not find any record of it and speculated that the check
might have been returned to the sender because of a lack of information. After we
showed him copies of the emails he had sent in June 2022, confirming that he had
personally received the check, he concluded that the check had likely been lost.

He noted that when he received the check, he was still trying to learn his role as
supervisor, which he had held for about a year, and he agreed that he may have lost
track of the check.

Recommendations

To remedy the effects of the improper governmental activities this investigation
identified and to prevent those activities from recurring, Health Care Services should
take the following actions:

+ Ensure that Health Care Services ultimately deposits the $874,707 refunded by
LA County.

+ Determine why duplicate payments were issued in February 2022 and March 2022 and
why the department’s internal controls did not prevent or detect this overpayment.

+ Provide the accounting supervisor and his staff with training on how to properly
document and deposit each received check, including refresher training on the
proper logging and scanning of checks awaiting deposit.

+ Develop written procedures defining the actions staft must take when checks
arrive without sufficient documentation.

+ Develop and implement a mechanism for assessing, at regular intervals, whether
Health Care Services’ new controls and policies are being followed.
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Agency Response

In August 2024, Health Care Services reported that it has taken prompt measures
to implement our five recommendations. Regarding our first recommendation,
Health Care Services reported that it had recently routed to LA County a new claim
for the missing check with an affidavit attesting that a duplicate payment is needed.

In response to our second recommendation, Health Care Services explained that
it had found that the duplicate payments initially made to LA County in 2022 were
caused by duplicative payment requests generated within Health Care Services.

To prevent this from recurring, Health Care Services plans to review its internal
control processes and identify any gaps in the process.

To our third recommendation, Health Care Services stated that the accounting
supervisor and his staff will receive training and that it will send written reminders
of the proper procedures on a monthly basis. Moreover, Health Care Services stated
that as part of its onboarding process, it plans to train new staff on how to properly
document each received check.

In response to our fourth recommendation, Health Care Services provided evidence
that it had recently established and disseminated new written procedures to the
appropriate staff. The new procedures require that all unidentified checks be batched
as miscellaneous revenue and processed within three to five business days; checks
greater than $10,000 are required to be processed within 24 hours.

Regarding our fifth recommendation, Health Care Services stated that its new
procedures created in response to the fourth recommendation require a manager to
review check logs and daily deposit logs on a weekly basis to ensure compliance with
the new procedures. Health Care Services also stated that the manager will present a
monthly compliance update to its branch and division chiefs and that it will train its
staff again if the manager identifies any noncompliance.
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CALIFORNIA DEPARTMENT OF TAX AND FEE ADMINISTRATION

It Did Not Follow an Efficient Process to Collect Employees’ Travel Claims
CASE 12024-09196

Summary of Allegations and Investigative Results

As of April 2024, nearly 150 current and former
employees incurred more than $92,000 for

About the Agency
unsupported travel expenses that occurred before
2024. These expenses included charges such as CDTFA administers California’s sales and use, fuel,
airfare and rental cars and were paid for directly tobacco, alcohol, and cannabis taxes, along with other
by the department. The employees subsequently taxes and fees that fund specific state programs. CDTFA
did not submit any justification for the expenses. collects more than $90 billion annually, which supports

local services such as transportation, public safety, and
health. To serve customers, CDTFA has offices located
throughout California as well as in New York, Chicago,
and Houston.

California Department of Tax and Fee
Administration’s (CDTFA) delay in identifying
travel expenses that lacked support prevented it
from efficiently recovering funds from employees
who failed to provide adequate documentation

demonstrating a business purpose for their travel
expenditures. In response to an allegation
involving unsupported travel expenses, we initiated an investigation.

CDTFA's Travel Unit Did Not Promptly Identify Unsupported Travel Expenses

The State generally pays for travel expenses when employees travel for business
purposes. In order to support state-paid travel expenses, employees must submit a
travel expense claim or explanation to their supervisor for approval that provides
the justification for the trip and expenses, and they must include supporting receipts
when appropriate. California Department of Human Resources’ rules require that
travel claims contain a brief statement of purpose for each trip, and California

Code of Regulations requires receipts for each expense of $25 or more. In addition,
Government Code section 13401 identifies as state policy a requirement that each
state agency maintain effective systems of internal controls to minimize fraud,
errors, abuse, or waste of government funds. By consistently and promptly collecting
travel expense claims after travel is completed, officials who approve claims are
well-positioned to review the justification for claimed expenses.

CDTFA officials explained that when there is a need for employees to travel, the
employees notify their supervisor before traveling and make the necessary travel
reservations such as booking a flight or reserving a rental car. These travel costs
are paid directly by the department. CDTFA policy requires the employees to
submit travel expense claims to their supervisor for approval within 10 days of
travel completion. The supervisor then verifies that the travel was work-related
and sends the approved claims to accounting staff for processing. However, as of
April 2024, travel expenses totaling $92,166 from nearly 150 employees throughout
CDTFA and the Board of Equalization (BOE) still lacked evidence to support the

11



12

CALIFORNIA STATE AUDITOR
November 2024 | Investigative Report 12024-1

business purpose of the travel occurring before 2024.> These expenses—including
lodging, airfare, and transportation—were charged to the State, but employees

have not produced documentation to support the business purpose of the expense.
The delayed processing of these expenses is inefficient, and Government Code
section 8547.2 identifies inefficiency as an improper governmental activity. Further,
Government Code section 8314 prohibits state officials from using public resources
for personal purposes, and in the absence of supporting documentation, CDTFA has
no evidence that these expenses were for work-related travel.

We also found that CDTFA did not maintain an effective system of controls to
provide oversight. Staft within CDTFA’s travel unit were confused about their
responsibility to reconcile travel charges. An official with responsibility to provide
oversight of the travel unit reported that the unit lacked an effective process to
reconcile charges against travel expense claims and to follow up with employees.
Another official who also had oversight of the travel unit asserted that there had been
a process in place in the past, but she admitted that the travel unit had not reconciled
charges against travel claims for at least three or four years. She also reported that
when she discussed this with the two supervisors who have direct oversight of the
travel unit, the supervisors were not even aware that their unit needed to perform
this function. Both oversight officials explained that CDTFA is attempting to develop
and document a reconciliation process whereby travel unit staft reconcile travel
charges against expense claims on a monthly basis to ensure that employees submit
an appropriate travel claim for the charges.

CDTFA's delay in identifying unsupported travel expenses made it difficult to
collect evidence on the business purpose of trips and to recoup the travel charges
from employees who could not demonstrate a business purpose associated with
the travel. Because the travel unit did not identify unsupported travel expenses in a
timely manner, the travel unit eventually asked some former employees to submit
documentation to support the business purposes of trips they had taken several years
earlier while still employed with the agency. When employees leave the agency or
retire from state service, they typically do not have access to supporting evidence
such as agency emails, calendars, and travel reservations to research the business
purpose of their past trips, which makes it more difficult to obtain supporting
information. Additionally, even if an employee is able to submit documentation to
support a business purpose for the expense, by not doing so within the required
10-day period, individuals who approve the claim may not have the information on
hand to properly evaluate it.

3 In July 2017, CDTFA began operations after then-Governor Jerry Brown signed the Taxpayer Transparency and Fairness
Act, which reassigned some responsibilities that were historically carried out by the BOE to the newly created CDTFA. The
department provides accounting and other support services to the BOE through an interagency agreement.
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Recommendations

To remedy the effects of the improper governmental activities this investigation
identified and to prevent those activities from recurring, CDTFA should take the
following actions:

+ Finalize, document, and implement a reconciliation process that involves comparing
travel charges against travel expense claims to promptly identify unsupported
travel expenses, and identify appropriate staff who will complete this reconciliation
following any necessary training.

+ Implement a specific plan to resolve unsupported travel expenses incurred
before 2024.

Agency Response

CDTFA reported that as of September 2024, employees have submitted
documentation to support the business purpose of approximately $45,000 of the
travel expenses and that it expects to resolve the remaining unsupported travel
expenses by June 2025. CDTFA clarified that although it processes BOE'’s travel
claims, it does not have supervisory oversight of BOE employees, but it will work
with BOE management to implement necessary protocols.

CDTFA also reported that its travel team now sends monthly updates regarding
unsupported travel expenses directly to CDTFA program leaders and BOE
management to ensure that they are addressed timely. Finally, to provide context,
CDTFA explained that its travel expense unit has experienced retention challenges
while processing an increasing number of travel claims.

13
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CALIFORNIA DEPARTMENT OF VETERANS AFFAIRS

Staff Wasted State Funds by Purchasing Mattresses and Bed Frames and Leaving
Them Outside for an Extended Period

CASE 12023-0364

Summary of Allegations and Investigative Results

In response to an allegation that the California
Department of Veterans Affairs (CalVet)

About the Agency
purchased mattresses and bed frames and stored
many of the purchases outside for an extended CalVet oversees eight veterans homes across the State.
period, rendering some of the furniture damaged The homes offer affordable long-term care to aged and
or unusable, we initiated an investigation. disabled veterans as well as their eligible spouses and

domestic partners and provide services ranging from
independent living programs with minimal support to
24/7 skilled nursing care for veterans with significant
clinical needs.

Our investigation determined that CalVet made
an economically wasteful decision when one

of its homes purchased furniture and stored it
outside. In 2022, the home disposed of at least

17 unused mattresses that it bought in 2021 and

stored outside, exposed to the elements. The resulting waste cost the State more than
$3,500. Further, at the time of our investigation, the home continued to store outside
13 bed frames that it purchased in 2020, which may result in additional waste of
more than $20,000.

The Home Disposed of at Least 17 Unused Mattresses, Resulting in Waste

In November 2021, at the request of a supervising nurse at the veterans home, CalVet
purchased 150 mattresses—costing more than $200 a piece—to replace old and worn
out mattresses for residents in the skilled nursing unit at the home. However, the
home disposed of at least 17 of those mattresses before they were ever used because
they were stored outside for an extended period and became damaged from exposure
to the elements. Witnesses informed us that it was possible that the mattresses

were stored outside because the home did not have enough indoor storage space.
Most of the new mattresses were kept outside until they were needed by residents

or until appropriate indoor storage space became available. During the summer of
2022, during a major “clear out” of the home’s equipment and furniture, a witness
confirmed that the home distributed the useable mattresses to various units within
the home or storage rooms and disposed of any damaged yet unused mattresses.
Although a witness said the home disposed of maybe 30 to 40 damaged and unused
mattresses, we were only able to find documentation verifying that the home
disposed of 17 mattresses. As a result, the home wasted at least $3,400 and engaged in
an improper governmental activity, as defined by Government Code section 8547.2.
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The Home Continued to Store 13 Bed Frames Outside, Which May Result in Additional Waste

In 2020, at the request of the supervising nurse, CalVet purchased 15 specialized bed frames,
at $1,561 each, for its fall-risk residents at the home. As of February 2024, the home had not
put the bed frames into service and was storing 13 of them outside, exposed to the elements.
After receiving the 15 bed frames, staft at the home learned that the bed frames were unusable
because they did not include necessary parts, including bed rails that would keep residents
safe in their beds. A witness informed us that staff at the home ordered the bed frames
without knowing that they were incomplete and needed additional parts. A witness explained
that staff requested that CalVet order the bed parts in 2021 and 2022, but the requests were
denied because the funds were redirected to higher-need projects. The witness confirmed
that in September 2023, nearly three years after the purchase of the bed frames, the home
ordered the needed parts; however, three of the seven parts needed for each bed frame were
on back order without an estimated time of arrival. In the meantime, the home continued to
store the bed frames outside, exposed to the elements and deteriorating since 2020.

It remains unclear whether the home will be able to use these bed frames when the
missing parts eventually arrive. A witness confirmed to us that the bed frames have
started to rust during their exposure to the weather. Ultimately, CalVet’s purchase and
improper storage of the bed frames it did not promptly use may result in waste that costs
the State approximately $20,000 to $23,000.

Recommendations

To remedy the effects of the improper governmental activities this investigation identified
and to prevent those activities from recurring, CalVet should take the following actions:

+ Cover any furniture that is currently stored outside, exposed to the elements, or move
that furniture indoors.

+ Create and distribute a policy that prohibits the practice of storing furniture outside.
The policy should prohibit CalVet's procurement of furniture unless the home has
sufficient space to safely store it until it is put into service.

+ Determine whether the bed frames are serviceable or can be refurbished. If they are,
make additional efforts to obtain the parts needed to put the bed frames into service.

Agency Response

In August 2024, CalVet reported that it had reviewed our report, concurred with our
recommendations, and had begun taking steps to implement them. In response to our
first recommendation, CalVet reported that the home is no longer storing the mattresses
and bed frames outside. Further, it stated that its audit chief completed an on-site
inspection of the home and accounted for the 150 mattresses and 15 bed frames. It said
that several of the remaining mattresses are now being used by the residents. CalVet
acknowledged that the home had inadequate storage space at the time it purchased the
furniture; therefore, by December 2024, it plans to purchase storage containers for the
necessary supply of mattresses and beds it must keep on hand.
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Regarding our second recommendation, CalVet plans to create and implement
a policy by December 2024 that will address the importance of properly storing
furniture and procuring an appropriate amount of furniture that is readily deployable.

In response to our third recommendation, CalVet stated that it has communicated
with the vendor and awaits the beds’ last missing part, which continues to be on back
order. CalVet said that once it receives the remaining part, its home maintenance
team will assemble the 15 beds, and the director of nursing will then inspect the
assembled beds to confirm whether they are functional and can be used safely.
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Chapter 2

IMPROPER HIRING

MULTIPLE STATE AGENCIES

A Manager’s Gross Misconduct Resulted in Numerous Unlawful Appointments
CASE 12023-1220

Summary of Allegations and Investigative Results

In response to an allegation that a manager was charging clients for classes on “how
to get a state job” and teaching them to falsify their exams and qualifications, we
initiated an investigation.

Our investigation determined that since at least 2021, a manager who worked

at various state agencies violated state law and engaged in gross misconduct by
operating a personal business in which he coached prospective state employees on
how to improperly obtain state employment. For example, he coached prospective
state employees on the answers they should provide while taking online state
examinations, and he coached employees to embellish or falsify their qualifications
when applying for state jobs. The manager’s misconduct led to his clients receiving
unlawful appointments to state positions at various state agencies. Moreover, the
manager used the methods he promoted in his business to unlawfully obtain state
positions for himself.

Background

Since California established merit-based hiring with the passage of the Civil Service
Act in 1934, state law has mandated that appointments to state jobs be based on merit
and reserved for those who possess the necessary knowledge, skills, and abilities.

In order for a qualified candidate to be selected, California requires candidates to
act in good faith. California Code of Regulations, title 2, section 243, subdivision

(c), provides that an appointment is made in good faith when candidates provide
complete, factual, and accurate information during the recruitment process.
Moreover, for a good-faith appointment, candidates are required to truthfully

and honestly answer all questions related to experience, education, and level of
competency. By contrast, a person who does not provide accurate information during
the recruitment process could be considered to act in bad faith, which could lead

to an unlawful appointment. California Code of Regulations, title 2, section 243.3
provides that candidates who do not act in good faith and subsequently have
appointments voided may be required to reimburse the State all, or a portion of, the
compensation resulting from the appointment.
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One of the widely used classifications in state government is the associate
governmental program analyst (AGPA) classification. This classification typically
requires that candidates take an online exam that asks questions related to education
and experience to measure whether the candidates meet the established requirements
for the classification. Performing well on the exam indicates to hiring managers

that a candidate meets the qualifications for the classification and allows candidates
to be placed on a list of candidates from which hiring managers can select eligible
individuals. If a candidate is not placed on a list of eligible candidates, state agencies
are not able to hire the candidate.

In addition, the Whistleblower Act states that improper governmental activity may
include gross misconduct committed by a state employee. For the purposes of this
report, gross misconduct is interpreted to mean unacceptable behavior of the sort that
typically results in dismissal of the offending employee.

A Manager Engaged in Gross Misconduct When He Advised Paid Clients on How to
Fraudulently Obtain State Positions

For approximately 20 years, the manager operated a personal business helping
individuals obtain state employment. The manager accepted clients by referrals
only and helped them acquire state jobs, typically into the AGPA classification.
The manager provided a range of services to help clients obtain state employment,
typically charging between $500 and $600 for his services, including the following:

+ Exam guidance.

+ Assistance with résumés, cover letters, state employment applications, and
statements of qualifications (SOQs).

» In-person interview practice.
+ Assistance with portfolios of employment-related documents.

The manager hosted in-person classes at his home on weekends, sometimes

multiple times a month, during which he provided improper assistance to his clients.
Witnesses told us that during the classes, the manager had his clients take the AGPA
online exam together, and he instructed them to mark specific answers to ensure

they obtained the highest score. One witness told us that when a participant fell
behind the rest of the class, the manager marked the answer for the participant on the
participant’s personal computer. This violated Government Code section 19680, which
prohibits any individuals from willfully furnishing any special or secret information

to any person for the purpose of improving their prospects during an examination for
a state position. Further, section 19681 prohibits any person from obtaining, except

by specific authorization, examination information before, during, or after an exam
for the purpose of instructing or coaching or preparing candidates for examinations.
A person violating either section is guilty of a misdemeanor, as stated in section 19682.
California Code of Regulations, title 2, section 178, also states that competitors are
forbidden to receive any unauthorized assistance in state examinations.
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Witnesses also told us that the manager encouraged clients to lie about their

work experience on their state employment applications. Specifically, during the
in-person classes, the manager coached attendees to provide job descriptions that
embellished and misrepresented their qualifications and past positions. The manager
requested that his clients send him their cover letters and résumés via email and
then he would instruct the individuals to plagiarize and incorporate into their own
documents information from samples that he provided. His written instructions to
his clients included coaching to “copy word-for-word” from his samples. Figure 4
provides several examples of verbatim or near-verbatim content we found among
the application documents of the manager’s clients. Although the manager had many
clients over the years, this investigation focused on the manager and three of his
clients and took into account information regarding a few of his other clients as well.

One witness stated that the manager told the clients in the witness’s class that if they
pass the six-month probation period, they could apply for higher-level positions

even if they are not qualified for the positions. The witness said that the manager
further stated that if they don't succeed at the higher position, they would always
maintain return rights to their original position. Moreover, the witness said that

the manager told his clients that he had obtained managerial positions without the
needed qualifications and that they could do likewise. Once clients had prepared
their application documents to the manager’s satisfaction, he let them know that they
could move forward and apply for open positions.

When we interviewed the manager, he said that he had been helping people
obtain state jobs for more than 20 years. However, he denied advising his clients
to misrepresent their work experience. When confronted with evidence that it was
his advice that led his clients to include false information on their applications,

the manager stated that he disagreed. When confronted with evidence showing
sentences and content that are verbatim across his clients’ application documents
and in his own applications, he said he couldn’t explain why they were so similar.
He later stated that he simply made “recommendations” and that it was up to his
clients to trust their own judgment on what they chose to put on their applications.
When asked whether he instructed his clients to mark the same answers on the
AGPA exam in order to get the highest scores, he stated that he did not and that

it was up to his clients to answer the questions. The evidence we collected did not
support the manager’s claims.

The Manager’s Guidance to Clients Resulted in Unlawful Appointments
All four subjects of this investigation—the manager and three of his clients—held

unlawful appointments in state service. Figure 5 presents the unlawful appointments
discussed in this report.
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Figure 4

Examples of Verbatim or Near-Verbatim Content Across Documents From the Manager and His Clients

S0Q, cover letter,
and/or resume
match in format
and style.

'_r )
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The Manager  Client A ClientB  ClientC  Other Clients
“T’ve drafted, reviewed,
and approved a number of

“Formulate, lead, and
documents and materials;

implement action plans,

“Facilitate ongoing
meetings to develop and
which remediate specific implement actions plans;
I've worked closely and risk and threats, based “Provided leadership and and continuously
maintained relationships “Track and assist upon federal, state direction to staff on various monitor results and
with various contractors.” project bottlenecks.” [industry] requirements.” issues, assignments, and projects.” adjust as necessary.”
99 XX B3N o0

-9

“...experience with the
“Provide guidance to staff; “Perf ability to provide
“Performed periodic on-site research, interpret, analyze, | reriorm advisement and decisions
program and standards and provide recommendations conflict manage'ment{, as they relate to sensitive
compliance reviews of contracts.”  related to client support.” resolution techniques. and controversial issues.”
B 'L' B 'L' L 'L’ - ¢ —
“Research, analyze and complete “...detailed analysis, evaluation, and
the more complex special projects, development of appropriate
administrative assignments and construction and contracting “Prepared, reviewed,
reports related to internal areas of mechanisms, involving development analyzed, and presented “Provided excellent
operation, strategic goalsand  of alternative procurement strategies “Establishes daily/monthly/quarterly
performance measures.” and proposals” performance expectations.”
L ' _ |

-9

costs and financial reports.”

L' !

Source: Investigator analysis of the manager’s and his clients’ state employment application documents.

customer service to outside
and inside entities.”



CALIFORNIA STATE AUDITOR 23
Investigative Report 12024-1 | November 2024

Figure 5
Each Unlawful Appointment Discussed in This Report and the Applicable Starting Salary
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Source: Investigator analysis of the manager’s and his clients’ state employment and payment histories.

* We are not naming the agency because doing so may identify or lead to the identification of the individuals mentioned in
the report, which would violate Government Code section 8547.7, subdivision (c).

Client A Was Dishonest on His State Exam and Employment Applications, Resulting in Three
Unlawful Appointments

Client A procured the manager’s services in early 2021 for $500 after being referred by a friend
who also used the manager’s services and is a current state employee. Although Client A initially
denied providing false information on his application, Client A ultimately admitted that he did
include false information on his state employment applications after the manager advised him to
do so. Specifically, Client A admitted that the manager instructed him to select specific answers
on the AGPA exam—answers we confirmed he selected on his exam—and that he submitted
false information about his titles, dates of employment, and duties with several employers.

Some of Client A’s misrepresentations in his initial AGPA application include the following:

+ Operations General Manager—Client A indicated that he worked four and a half years as the
“operations general manager” for a large gym in addition to working there another four years
in lower positions. Although he did work for the gym, Client A admitted that he only worked
there for a total of five and a half years and never as the operations general manager.
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+ Accounting Administrator—Client A claimed that he worked as an “accounting
administrator” at a private company and that he prepared, reviewed, and analyzed
financial reports, among other accounting-related duties. Client A admitted that
he was instead the receptionist for the office, helping coordinate maintenance
requests when tenants called.

+ Accounting Specialist—Client A claimed to be an “accounting specialist” at an
extermination company but later admitted that he did not perform the duties he
listed. Rather, he sprayed pesticides for the company.

Client A stated that although he was hesitant to misrepresent his experience, he

did so because the manager advised him to do so. Once he was hired with the
Department of Justice (Justice) as an AGPA in 2021, Client A used much of the same
false information from his AGPA application to obtain two subsequent promotions:
In 2023, he was promoted as a staff services manager (SSM) I with Justice. A few
months later, he was hired as an SSM 1I with Health Care Services. Client A was
dishonest in all of his state employment applications, which means that he acted

in bad faith. Therefore, California Code of Regulations, title 2, sections 243.2 and
243.3 allow for Client A’s appointments to be voided and for all or some of the
compensation he received to be reimbursed to the State. During Client A’s career
with the State, he had earned $233,508 as of June 2024. Less than a year after his
promotion, Client A failed to pass probation at the SSM II level after his manager
identified deficiencies in his knowledge, skills, and abilities for the position, and he
returned to his prior SSM I position at Justice.

Client B Was Dishonest on Her State Employment Application, Resulting in an
Unlawful Appointment

Client B paid the manager $600 in 2021 after being referred by a friend.

In 2022, Client B was hired by the California Department of Public Health

(Public Health) as an AGPA. During our interview, Client B admitted that she was
not truthful on her job application and that the manager advised her to embellish
her experience by using higher-level titles and by claiming longer employment
durations at jobs than she actually worked, as shown in Figure 6. For example, on
her application, Client B claimed to work for a lending company for five years as a
loan account manager. However, Client B admitted that the claim was false and that
she had only worked there for a little over two years, as a loan assistant, and during a
different time span than she had listed on her application.

Client B informed us that when she expressed concerns to the manager on
misrepresenting her experience on her application, the manager told her that the
State was not the FBI, implying that the State would not catch her misrepresentations.
Client B was dishonest on her state employment application, which means that

she acted in bad faith. Therefore, state law allows Client B’'s appointment to AGPA

to be voided and for all or some of the compensation she earned in this bad-faith
appointment to be reimbursed to the State. During Client B’s time in the AGPA
position with Public Health, she had earned $108,540 as of June 2024.
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Figure 6
Client B’s Misrepresented Work Experience
August 2007 July 2022

12008 2009 201

0 201 2012 2013 2014

Mortgage Company
(Accounting Administrator)
Jan. 2010 - Feb. 2013

2015 2016 2017

Lending Company
(Loan Account Manager)
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2019 2020 2021 2022
Funding Company i
(Account Executive)
Aug. 2018 = July 2022

CLAIMED

ACTUAL
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Company D Lending Company
Nov. 2014 - July 2015 (Loan Assistant)
Oct. 2018 - Dec. 2020
Funding Company
(Funder)
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Company A ‘ Company A
Aug. 2007 - June 2010 CompanyB  Aug. 2012 -Aug. 2014
June 2010 -Aug. 2012

Company C
Aug. 2014 - Nov. 2014

Mortgage Company
(Funder)
July 2015-Oct. 2018

Source: Client B's state employment applications, LinkedIn profile, and interview statements.

Client C Was Dishonest on Her State Employment Application, Resulting in an
Unlawful Appointment

Client C enlisted the manager’s help after being referred by a friend. When Client C
started looking for a promotion, she used the manager’s services but said she only
paid $100. Ultimately, Client C was promoted to an SSM I position at the California
Department of Forestry and Fire Protection (CAL FIRE) in 2022. Unlike the other
clients we interviewed, Client C stated that she never attended the in-person classes
that the manager hosted and was instead coached over the telephone.

During our interview, Client C denied embellishing her work experience. However,
the evidence we collected, in addition to the responses she provided in her interview,
indicate that she provided false information on her SSM I application. Specifically,
Client C claimed to work for a large cellular company for over ten years in a
managerial capacity. However, when we reviewed Client C’s application for her first
state job, we noted significant differences in how she portrayed the same experience.
For example, on her SSM I application, she claimed to work as a customer service
manager for more than eight years under one supervisor. In contrast, on her AGPA
application, she stated that she worked as a retail sales representative for two years
before shifting to a call center customer service supervisor for an additional six years.
Two different supervisors were listed as her supervisors for these two positions.
When asked why her title changed from supervisor to manager in the SSM I
application, she stated that the two titles were the same for her. She added that she
worked at a call center with 1,000 employees and that if another manager was out
sick, she would manage all the employees. However, her AGPA application and her
LinkedIn profile both state that as the call center customer service supervisor, she
supervised only 13 or 14 employees in a call center with 450 representatives.

25



26 CALIFORNIA STATE AUDITOR
November 2024 | Investigative Report 12024-1

In addition, the experience Client C described when she applied for the SSM I
position notably differed from the experience she described when she applied for
the AGPA position in her two job applications. Figure 7 shows one example of how
Client C characterized the same experience differently on the two different job
applications. When we interviewed Client C, she admitted that the characterizations
on her AGPA application, which also matches her LinkedIn profile, better
represented her experience.

Figure 7
Client C's Portrayal of the Same Work Experience on Two Different State Employment Applications

— AGPA Application Excerpts

» manage[d] sales operation of large retail location, with 11 frontline employees

. —_— * manage[d] store flow

« assist[ed] employees on all technical issues with equipment

« resolve[d] all escalated customer and employee concerns

VSV%'\;EK » » motivate[d] employees to reach and surpass sales quotas
EXPERIENCE « evaluate[d] and coach[ed] employees

— SSM | Application Excerpts
* detailed analysis, evaluation, and development [of] appropriate construction mechanisms
* manage[d] complex contractual technical issues with [the company’s] software systems

« ensured that state and federal regulations are in accordance with [the Company’s] processes

Source: Client’s C's state employment applications.

Client C was dishonest on her state employment application, meaning that she acted
in bad faith. Therefore, state law allows for Client C’s appointment to the SSM 1
position to be voided and for all or a portion of the compensation she earned in this
position to be reimbursed to the State. During Client C’s time as an SSM I with the
State, she had earned $123,184 as of June 2024.

Taking into account the violations of state law discussed above and the manager’s
influence that led to improper appointments, we concluded that the manager’s actions
constituted gross misconduct. Further, the manager’s actions may have resulted in
many other improper appointments. During the course of our investigation, we found
evidence—stored on the manager’s state computer and in a small sample of emails

he sent his clients—that he has had at least 45 other clients since 2021. As a result,

we believe that the manager’s misconduct, which may have been ongoing for the past
20 years, may have resulted in many more unlawful state appointments.
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The Manager Used His Own Methods to Unlawfully Obtain State Positions for Himself

In addition to his misconduct in helping his clients misrepresent their experience and
qualifications to obtain state employment, the manager misrepresented his own experience
and qualifications on several state job applications. Six different state agencies have employed
the manager since 2000, but because of current document retention policies, our investigation
focused on the manager’s four most recent appointments, starting in 2017. Our investigation
found that he was dishonest on at least four applications that led to a state appointment.
Across the four applications the manager submitted from 2016 through 2022, the manager
listed work experience for seven different jobs he held in the past, and as shown in Figure 8,
our investigation concluded that he submitted false information for six of those jobs.

Figure 8
Elements of Work Experience the Manager Misrepresented on State Employment Applications

CLAIMED EXPERIENCE
JOB2
JoB1 Health Care JoB3 JOB4 JOB5 JoB6 JOB7
Towing Co. Services Caltrans (2017) Landscaping Co.  Social Services Cleaning Co. Caltrans (2021)
Name of Name of Name of
Supervisor Supervisor Supervisor
Title Title Title
Duration of Duration of Duration of Duration of
Employment Employment Employment Employment
Hours Hours Hours Hours
Worked Worked Worked Worked
Duties Duties Duties Duties Duties
Reason for Reason for
Leaving Leaving

Source: Investigator analysis of the manager’s state employment applications, interview statements, and other related evidence.

The Manager Misrepresented His Experience Working for His Brother’s Towing Company

On all four applications, the manager claimed to have worked for his brother’s towing company,
about four hours away from his home. However, the manager claimed conflicting information
regarding the titles he held, the dates and duration of his employment at the towing company, and
the number of hours regularly worked. For example, when we interviewed the manager about

the duration of his employment at his brother’s towing company, he stated that he worked at the
company when he was not working for the State. According to the manager’s employment records,
there was a 28-month gap in his state employment, starting in 2010, and a gap of another five
months in 2020. However, on two of his applications, he claimed to have worked at the towing
company for more than 11 years, from 2010 to 2021. When we pointed out this discrepancy, he
stated that he also worked for his brother’s company while employed with the State.
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The manager claimed on different applications to have worked different numbers of hours per
week at his brother’s business. The manager claimed to work for the towing company 8o hours
per week in his application submitted to the Department of Social Services (Social Services) but
changed that claim in his two subsequent applications to 20 to 40 hours per week. He explained
this by stating that he worked 8o hours per week starting in 2010 to help his brother start up his
business. In addition, when we reviewed the manager’s wage earnings going back to 2019, we
found no record of any wages earned from the towing company. When we asked the manager
regarding this discrepancy, he claimed that he worked for free. Our investigation concluded
that his claim that he worked 8o hours per week at a company located four hours away from his
home for zero payment for two years while he was unemployed with the State was not credible.
We also did not find credible that the manager would have worked for 20 to 40 hours per

week for zero pay at his brother’s company with an eight-hour round-trip daily commute while
working full-time for the State as well as at two other jobs mixed in over 11 years.

On his Social Services application, the manager also claimed to be a co-owner of his brother’s
business. When presented with evidence from the company’s filings with the Secretary of State
that listed different individuals as owners, he admitted that he was never a co-owner and that

he identified himself as a co-owner because he helped his brother start up his business. Figure 9
provides a summary of the manager’s claims related to his brother’s business on each application.

Figure 9
Discrepancies in the Work Experience the Manager Claimed to Have at His Brother’s Towing Company

Brother’s Towing Company

2017 2018 2021 2022
Caltrans Social Services Caltrans Unnamed Agency

Application Application Application Application

Title Manager Co-Owner/ Accountant/ Accountant/
Accountant Manager Office Manager Office Manager
Duration of 2+ Years 2+ Years 11+ Years 11+ Years
Employment

Hours 80 Hours 20-40 Hours 20-40 Hours

Worked

Source: The manager’s state employment applications.

The Manager Misrepresented His Experience Working for Health Care Services

On all four applications, the manager claimed that he worked at Health Care Services. However,
our investigation concluded that he misrepresented his time at Health Care Services in multiple
ways. For example, on his 2017 application to the California Department of Transportation
(Caltrans), the manager claimed that he was still employed with Health Care Services at the
time he submitted his application. However, his employment records prove that he was rejected
from probation and was no longer employed by Health Care Services when he submitted

the application. He also failed to note the true “Reason for Leaving” on his three subsequent
applications. When we spoke to Health Care Services, a representative explained that although
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the manager was officially rejected from probation, the action was a result of the manager not
showing up for work for an extended period and that Health Care Services was unable to get
into contact with him. The representative stated that when Health Care Services staff looked
online, they found that the manager was actually in jail, and because this occurred during the
manager’s probationary period, Health Care Services rejected him from probation.

When we asked the manager about his failure to disclose on his application his true

reason for leaving Health Care Services, he could not explain it but stated that he did not
intentionally exclude the information to improve his chances of being hired. He also claimed
to have informed his supervisors at Caltrans regarding his rejection from probation before his
hire. However, Caltrans management told us they did not learn about any performance issues
at any other state agencies until after the manager was hired.

In his three subsequent applications to Social Services, Caltrans, and an unnamed agency, the
manager also embellished his characterization of his position at Health Care Services, most
notably claiming to be a branch chief instead of unit chief. According to the organizational
chart in effect at that time, the branch chief oversaw about 56 staff. There were five staff in the
manager’s unit.

Health Care Services also refuted the duties the manager claimed to perform. For example, the
manager claimed a number of IT procurement-related duties, such as “provided guidance to
executives on IT procurement,” “drafted and implemented policies and procedures regarding IT
contracts,” “provided direct IT procurement and contract support to various units and division,”
and “prepared issue papers ... to executive staft by performing technical analysis of proposed
technology requests.” Yet a Health Care Services representative stated that his unit did not
handle IT procurement. In addition, the representative asserted that, given the manager’s level
as a unit chief, he would not provide guidance directly to executives. A summary showing the

discrepancies in the manager’s claims on each application is displayed in Figure 10.

Figure 10
Discrepancies in the Manager’s Claimed Work Experience at Health Care Services

Department of Health Care Services

2017

2018

2021

2022

Caltrans Social Services Caltrans Unnamed Agency
Application Application Application Application
Name of Correct Incorrect Incorrect Incorrect
Supervisor Name Name Name Name
Title Administration Administration Administration Administration
Unit Chief Branch Chief Branch Chief Branch Chief
Hours 40 Hours 60 Hours 60 Hours 60 Hours
Worked
Reason for Still an Offered position Promotional Promotional
Leaving employee* with Caltrans Opportunities Opportunities

Source: The manager’s state employment applications.

* According to the manager’s state employment records, the manager was rejected from probation, effective about two weeks before
the date he submitted his application to Caltrans.
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The Manager’s Explanations for the Many Discrepancies in His Descriptions Were
Not Credible

When we interviewed the manager, he admitted that some of the information on

his applications was false, but he claimed that these were simply mistakes rather
than intentional misrepresentations. However, given the breadth and depth of his
misrepresentations, combined with witness statements corroborating that he told
clients that he lied about his qualifications and encouraged his clients to do the
same, we find that the evidence does not support the manager’s explanations. On the
contrary, the evidence suggests that the manager likely intentionally misrepresented
his qualifications and experience to increase his chances of being hired.

We concluded that all four of the manager’s appointments were obtained with

false information and that the manager acted in bad faith. If that is the case,
California Code of Regulations, title 2, sections 243.2 and 243.3, provide that all four
appointments may be voided and all or a portion of the compensation the manager
received while in these appointments, totaling more than $600,000, should be
returned to the State. Recently, the manager was terminated from the unnamed
agency because the agency determined it needed a different skill set for his position,
and the manager returned to his previous SSM 1II position at Caltrans.

Recommendations

To remedy the effects of the improper governmental activities this investigation
identified and to prevent those activities from recurring, Caltrans should pursue
appropriate corrective or disciplinary action against the manager.

In addition, the California Department of Human Resources (CalHR), in consultation
with the State Personnel Board (SPB), should work with the affected agencies to
address the unlawful appointments discussed in this report and pursue voiding
appointments and collecting compensation reimbursement as appropriate.

Agency Response

CalHR reported to us in September 2024 that it will collaborate with SPB as it
proceeds in evaluating the improper activities identified in this report. CalHR

will take the lead in coordinating with the impacted departments and will provide
direction to each department to help them investigate each individual’s unlawful
appointment(s) that occurred under their respective appointing authorities. CalHR
noted that it is was finalizing its unlawful appointment policy and accompanying
documents for state departments and asserted that the policy must be finalized
before providing direction to the impacted departments included in this report.

In general, the other involved state agencies reported that they would wait for
additional direction from CalHR. Caltrans reported to us in September 2024 that
it plans to take appropriate disciplinary action in response to the report. Also, CAL
FIRE stated that Client C had resigned from state service.
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DEPARTMENT OF GENERAL SERVICES

Managers and a Supervisor Engaged in Improper Hiring, and a Manager
Improperly Disclosed Confidential Information

CASE 12022-0803

Summary of Allegations and Investigative Results

In response to allegations that managers and a
supervisor within the Department of

About the Agency
General Services (DGS) had improperly hired
their family members and acquaintances, we DGS's Facilities Management Division provides building
initiated an investigation. administrative, maintenance, and custodial services
to almost 270 buildings statewide. DGS employs
Our investigation determined that from 2020 approximately 869 custodians, 59 maintenance

mechanics, 90 custodian supervisors, and 24 building

through 2022, a custodian supervisor and two ' = ah
managers to service and maintain state buildings.

building managers engaged in improper hiring

practices, including hiring family members and
providing special assistance to their acquaintances
during the hiring process. For instance, a custodian supervisor inappropriately
provided the actual interview questions and answers to his cousin so that he could
study before his interview, and a building manager improperly interviewed and hired
his brother-in-law. One of the building managers also improperly emailed his wife
confidential medical information about one of his subordinates.

Background

The majority of this investigation dealt with employees in DGS’s Facilities
Management Division who did not follow state laws and DGS policies governing

the hiring of state employees. The overarching law governing state employment

is found in the California Constitution, article VII, section 1, which requires civil
service appointments to be made under a general system based on merit ascertained
by competitive examination. Similarly, the California Code of Regulations, title 2,
section 250, requires the hiring process for eligible candidates to be competitive and
involve an assessment of the qualifications of the candidates.

Civil service appointments must also be made and accepted in good faith to be valid
in accordance with California Code of Regulations, title 2, section 243. One required
aspect of a good-faith appointment is that the appointing power, including any and all
officers and employees of the appointing power who are delegated any responsibility
related to the appointment, do all of the following:

a. Intend to follow the spirit and intent of any applicable laws, regulations, and policies.

b. Make a reasonable and serious attempt to determine how any applicable laws,
regulations, and policies should be applied to the appointment.
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c. Act in a manner that does not violate the rights and privileges of those affected by
the appointment, including other eligible candidates.

Eligible candidates must also act in good faith. Section 243 specifies that an appointment
is presumed to be accepted in good faith when the candidate answers all questions
truthfully and honestly, including but not limited to questions related to experience,
education, and level of competency, and the candidate makes sincere and reasonable
efforts to provide complete, accurate, and factual information, whether verbally or in
documents or other materials.

Nepotism is expressly prohibited in the state workplace. California Code of
Regulations, title 2, section 87, requires that appointing powers hire, transfer, and
promote all employees on the basis of merit and fitness in accordance with civil
service statutes, rules and regulations. The DGS nepotism policy specifies that
employees will not use their authority or the influence of their position to secure
the authorization of employment or benefit for a person closely related by blood,
marriage, or other significant relationship. The policy further explains that any
persons closely related by blood, marriage, or other significant relationship may not
directly supervise each other, be a part of any hiring, promotional or other beneficial
or adverse decision regarding each other, or work on any personnel transactions
involving each other, among other prohibitions.

The DGS policy for best hiring practices was designed to ensure that DGS
supervisors and managers select the most qualified candidates by following a fair

and rigorous hiring process. Accordingly, the hiring managers are key members of
the recruitment and selection team. They request to fill open job vacancies within
their units and play a vital role in hiring the best and brightest. Hiring managers

are responsible for screening applications and ensuring that applicants have the
necessary education and work experience needed to be successful in the position.
During the interview phase, hiring managers have the opportunity to evaluate
candidates’ qualifications and potential for success on the job. After hiring managers
have verified candidates’ employment histories, they should select the best candidate.

DGS's interview guidelines outline strict controls for handling interview questions
and scoring criteria to prevent the dissemination of that information and safeguard
the competitive hiring process. The guidelines require that all interview questions

be kept confidential, which means that all correspondence regarding interview
questions should occur between the hiring manager and the recruitment unit only.
Furthermore, the policy clearly provides that only the hiring managers can print
interview questions and answers and can print them only on the day of the interviews.
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A Supervisor and Two Managers Violated Hiring Laws When They Hired Their Family Members
and Acquaintances

A Custodian Supervisor Inappropriately Gave His Cousin Interview Questions and Answers and
Improperly Hired Him

The custodian supervisor circumvented the State’s competitive hiring process when he
disclosed confidential hiring information to his cousin. In December 2020, DGS published
a job posting for a custodian position, and the cousin applied for the position electronically.
On February 4, 2021, the custodian supervisor selected his cousin to interview for the
position, and then on February 11, 2021, five days before the scheduled interview, he emailed
his cousin and provided the interview questions and answers. As the hiring manager for

the custodian position in his unit, the custodian supervisor had full access to the interview
questions and answers. On that same day, the custodian supervisor also emailed the office
technician with instructions to prepare for the upcoming custodian interviews and included
the interview packet that contained the same interview questions and answers he had

just emailed to his cousin 22 minutes earlier. When the investigators asked the custodian
supervisor to explain the email to his cousin on February 11, 2021, he stated that he had sent
the email with the intent to help his cousin in his upcoming interview. He explained that the
custodian interview questions and answers were for his cousin to use as “practice questions”
so that his cousin would know what to expect at his interview.

In sending the confidential interview questions to his cousin, the custodian supervisor
violated state law that requires that all appointments be based on merit. The evidence
supports the conclusion that the custodian supervisor’s actions were intended to ensure
that his cousin was the highest-scoring candidate and the one ultimately selected for the
open position. Further, the custodian supervisor’s actions ensured that the subsequent
appointment of his cousin was not made in good faith, in accordance with state law.

The custodian supervisor’s action created an advantage for his cousin against the other
candidates. The cousin had the questions and answers to study at least five days before his
interview, whereas the other candidates did not have access to the interview questions in
advance. DGS policies for best hiring practices and the handling of interview questions
required the custodian supervisor to conduct a fair hiring process and to safeguard the
interview questions and answers, all of which he failed to do.

A Building Manager Made a Bad-Faith Hire When He Improperly Hired His Brother-in-Law

In another instance, a building manager (Manager 1) violated the DGS nepotism policy when
he improperly participated in the hiring decision of his brother-in-law and caused the hire

to be made in bad faith. As the hiring manager for an April 2022 appointment, Manager 1
inappropriately reviewed his brother-in-law’s application and participated as one of the

three interview panel members in his brother-in-law’s interview. In fact, Manager 1 told the
investigators that he intentionally concealed his relationship with his brother-in-law for fear
that such disclosure might have affected his hiring process. The hiring manager clearly did not
intend to follow the applicable hiring policies. Moreover, after appointing his brother-in-law,
Manager 1 directly supervised him for 18 months, which was also a violation of the DGS
nepotism policy and state law.
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Two Building Managers Gave Acquaintances Special Assistance During the Hiring Process

In a third instance, Manager 1 improperly provided assistance to his acquaintance,
who applied for the maintenance mechanic position within Manager 1’s region

and told the acquaintance that it was okay to provide false information on his

job application. This resulted in the acquaintance’s bad-faith hire. Specifically,

in November 2020, after the acquaintance had completed his job application in
Manager 1’s office on Manager 1’s computer, he approached Manager 1 with concerns
about the accuracy of his employment dates with a specific private company that he
had provided on his job application. The acquaintance had explained to Manager 1
that he had been incarcerated during the time frame he had claimed to have worked
at the private company. Subsequently, Manager 1 told the acquaintance that if he was
working at that company before his incarceration and was still working there after
his release from incarceration, then it would be permissible to omit any information
that would indicate that his employment was not continuous for the entire

period. However, the false information on the acquaintance’s state job application
was significant and misleading because a hiring manager would believe that the
acquaintance had worked at the private company for about seven years when he had
worked there for only about four months at the time he applied for the state position.
Consequently, the acquaintance’s appointment to the maintenance mechanic
position was not made in good faith.

In November 2020, another building manager (Manager 2) shared hiring information
with a job candidate, providing an unfair advantage. Specifically, Manager 2 emailed
confidential scoring criteria to a former friend whose wife was interested in applying
for an office technician position. The scoring criteria that Manager 2 emailed was
identical to the scoring criteria from the application rating sheet instructions for

the office technician position. In the email, Manager 2 provided instructions that
the applicant’s work experience at her husband’s café needed to cover all of the
criteria listed. In fact, Manager 2 told the investigators that the context of his email
to his former friend was to help the former friend’s wife know what experience to
include on her job application. Accordingly, the former friend’s wife’s subsequent
appointment to the office technician position was not made in good faith because
Manager 2 provided her with an unfair advantage over the other applicants.

A Building Manager Emailed His Wife Confidential Information About His Subordinate

Manager 1 emailed his wife confidential information regarding one of his
subordinates. Specifically, in August 2021, Manager 1 sent an email to his wife’s work
email address at another state department, including personal, protected medical
information about one of his subordinates. Civil Code section 1798.24 prohibits an
agency from improperly disclosing personal information about an individual. When
interviewed, Manager 1 could not recall why he sent his subordinate’s confidential
information to his wife.
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Recommendations

To remedy the effects of the improper governmental activities this investigation
identified and to prevent those activities from recurring, DGS should take the
following actions:

+ Provide refresher training on the State’s and DGS's hiring rules and prohibitions
against nepotism to all hiring managers and supervisors within the regions that
the custodian supervisor and two building managers work. Such training, at a
minimum, should include the following:

» The State’s good-faith appointment requirements, as described in California Code
of Regulations, title 2, sections 243 and 250.

» DGS’s anti-nepotism policy, which must comply with California Code of
Regulations, title 2, section 87.

+ Take appropriate corrective or disciplinary action against the custodian supervisor
and the two building managers for their roles in the improper governmental
activities described in this report.

+ Consult with CalHR regarding the appointments that were discussed in this report
and work with CalHR and SPB to void the appointments if appropriate.

Agency Response

In August 2024, DGS reported that it agreed with our presentation of the findings
and recommendations. DGS stated that it plans to conduct an investigation to
determine whether it has sufficient evidence to support corrective or disciplinary
actions against the employees or to void unlawful appointments. DGS reported that
it will take appropriate action for those who are still employed with DGS and will
consult with CalHR and SPB according to the results of its findings.
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CALIFORNIA DEPARTMENT OF SOCIAL SERVICES

The Department Prematurely Made Agreements With Two Employees to Return to
Work After Retirement, Causing Their Post-Retirement Employment to Be Unlawful
and Risking the Pension Payments They Received

CASE 12023-0174

Summary of Allegations and Investigative Results

In response to an allegation that the California
Department of Social Services (Social Services)

About the Agency
hired two retired employees who had not met
bona fide separation in service requirements and Social Services employs more than 4,200 employees who
had predetermined agreements with a department are responsible for the oversight and administration of
executive to come back as retired annuitants, we programs serving California’s most vulnerable adults and

children. Like other state departments, Social Services is
subject to the rules of the CalPERS, which makes monthly
pension payments to retirees.

initiated an investigation.

Our investigation determined that two employees
retired from Social Services before they reached

their normal retirement age, which made them

subject to special requirements governing when and how they were allowed to return
to state service as retired annuitants. However, before their official retirement date
from Social Services, they each made agreements with a department executive to
return to work for Social Services after retirement, which violated state laws that
prohibit these prearrangements for employees who retire before reaching their
normal retirement age.

Background

The California Public Employees Retirement System (CalPERS) makes monthly
pension payments to more than 650,000 retirees. Some retirees choose to return to
state service to work for a limited number of hours each year in a position known
as a retired annuitant. Retired annuitants are permitted to earn wages while still
receiving their monthly CalPERS retirement benefits, but they must first meet
specified requirements to be eligible for such work.

For those who were younger than their normal retirement age at retirement and who
wish to return to service as retired annuitants, Government Code section 21220.5
specifically requires that they first satisfy a bona fide separation in service requirement
before they can legally do so. An employee's normal retirement age is determined

by the employee's CalPERS retirement benefit formula. To satisfy the bona fide
separation requirement, retirees must normally meet two conditions identified in the
California Code of Regulations, Title 2, section 586.2: First, retirees must wait 6o days
between their official retirement dates and their return to work as a retired annuitant.
Second, retirees cannot have made an agreement before their retirement date with
their employer or with another CalPERS employer that they will return to work after
retirement. In other words, they may not have a predetermined agreement to come
back as a retired annuitant.
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This bona fide separation in service requirement protects CalPERS’ federal tax-qualified
status and the associated preferential tax treatment for the pension plan, its members,
and employers, by prohibiting in-service distributions, also referred to as double-dipping.
Retirees whose circumstances require that they have a bona fide separation in service
but who return to work for a CalPERS-covered agency without having satisfied both
elements of the requirement may have to reimburse CalPERS the amount of the
retirement allowance they received during the period of unlawful employment.

Two Retirees’ Post-Retirement Employment at Social Services Was Unlawful

On June 30, 2020, two managerial employees at Social Services—Employee A

and Employee B—retired. Both employees subsequently returned to work at

Social Services as retired annuitants on September 1, 2020, to assist with their work
unit’s significant workload during the early stages of the COVID-19 pandemic.

The workload had been exacerbated by staff retiring or being otherwise unable to
work. Because both employees were younger than their normal retirement ages

(55 for both employees) at the time of their retirements, they had to fulfill both
elements of the bona fide separation in service requirement before returning to work
as retired annuitants. Although the 60-day separation requirement and other waiting
periods were not in effect during that part of 2020 because of the pandemic, both
employees still were subject to the requirement that—before retiring—they could not
have predetermined agreements that they would return to work as retired annuitants.

We take issue with neither the reasons that Social Services needed both employees to
return nor with the work that either employee completed while working as a retired
annuitant. However, by establishing predetermined agreements to return before
retiring, the employees and the executive that arranged for their return ultimately
risked both California’s pension system and a portion of the retired annuitants’
pensions when they returned to work as retired annuitants. They violated the bona
fide separation requirements, which exist to ensure that the pension system complies
with Internal Revenue Service requirements.

From email correspondence and interviews, we identified evidence outside of the
department’s Human Resources files that shows that the two employees and the
executive in charge of the unit where the employees worked did have predetermined
agreements before their retirement dates that the retirees would return to work

for Social Services after they retired. Although the hiring paperwork on file with
Human Resources was dated for July 2020, we determined that Employees A and

B actually completed paperwork—such as applications—necessary to return to
work as retired annuitants in early June 2020, before their retirements. Also in

June 2020, a Social Services staff member submitted the hiring paperwork for both
Employee A and Employee B to Human Resources at the direction of the executive.
Human Resources appropriately rejected this paperwork and explained to the staff
member that it had done so because the paperwork had been unallowably submitted
before either of the employees had retired.
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The staft member informed the executive that Human Resources had rejected the
paperwork. However, six days after the staff member informed the executive about
the rejection and one day before the employees’ retirements, the executive sent
Employees A and B an email referencing the justification she planned to use when
she eventually resubmitted the paperwork that would allow them both to return to
work as retired annuitants. Figure 11 shows an excerpt of this email.

Figure 11
June 2020 Email Excerpt Regarding Justification for Employee A and Employee B to Return

SReply 2 [* Moveto? b % Mark Unread % P
2 Reply All G5 - || To Manager 1 Categorize - -
= . Translate Zoom
5} Forward [ - Team Email ' [* Follow Up - K
Delete Respond Cuick Steps Tags Editing Zoom

Mon 6/29/20 3:27 PM

Executive
Justification to return as RA prior to 60 days

To Employee A, Employee B, [Other Employees]
Cc [Other Employees]

3IB [ Redacted ]

| have attached the justification we are using to allow your return prior to 60 days. Please feel free to run
this by CalPERS for verification that this meets the exception.

Thanks,

[ Executive Signature Block ]

Source: Social Services.

Subsequently and at the executive’s direction, the staff member changed the

dates on the hiring paperwork for both Employees A and B to a date occurring
after both employees retired, and the staff member resubmitted the paperwork

to Human Resources in July 2020. With the exception of the dates, the hiring
paperwork from June is substantively the same as the paperwork later resubmitted
and now on file with Human Resources.

Although Human Resources rejected the hiring paperwork that the staff member
submitted in June 2020, the original paperwork, on its face, shows that the executive
and Employees A and B made an agreement before their retirement for the
employees to return to work as retired annuitants. Merely redating the forms does
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not change the fact that the department and the employees reached an agreement

to return before the employees retired. The resubmitted hiring paperwork included
the executive’s justification for appointing these two specific employees as retired
annuitants, and the employment applications and other paperwork that the two
employees completed and signed before their retirements. Additionally, the email in
Figure 11, sent the day before the employees retired, demonstrates the predetermined
agreement, with the parties casually discussing the employees’ return as a foregone
conclusion. The completed hiring paperwork submitted to HR before the employees’
retirement shows the agreement between each employee and the executive, who
was acting in the role of a hiring manager, to return to work as a retired annuitant. It
constitutes a predetermined agreement.

The executive stated that she did not believe that she had made predetermined
agreements with either employee because there was no agreed-upon return date,
and she believed that neither of the employees had actually agreed to return before
they officially retired. However, Employee A explained that she discussed returning
as a retiree with the executive and had agreed to return, and she sent multiple
emails before her retirement indicating that she had been asked to return to work
after retiring. When we interviewed Employee A, she stated that the executive had
asked her before her retirement to complete her retired annuitant hiring paperwork.
Although Employee B told us that she could not remember when or with whom

she discussed returning to work as a retiree, she also sent at least two emails

before her retirement indicating that she was possibly planning to return to work
after retirement. Accordingly, Employee A’s statements contradict the executive’s
assertions that there was no agreement to return made before the employees retired.
Even though Employee B could not remember when she agreed to return as a retired
annuitant, the existence of the hiring paperwork in June 2020 with documentation
from the executive and both employees—regardless of its not specifying a specific
return date—constitutes a predetermined agreement.

The executive additionally stated that she did not know whether Employees A and B
would return as retirees before their retirements. However, the hiring paperwork that
she directed to be submitted in June 2020 contradicts this assertion. Although the
executive claimed that she was uncertain as to whether Employees A and B would
return in June 2020, she acknowledged that all of the employees for whom she had
submitted hiring paperwork ultimately did return to work as retirees. Further, the
Human Resources manager who oversaw the retiree appointment for Employees A
and B explained to us that there are two ways to hire a retiree: The first hiring process
involves submitting hiring paperwork with no name listed to later recruit a retiree
after Human Resources has approved the position. In the second process, a hiring
manager can submit hiring paperwork with a specific individual’s name and have
Human Resources approve hiring the specific individual as a retiree. Thus, despite
the executive’s statements, the June 2020 hiring paperwork for both Employees A
and B was specific to requesting their appointments as retirees rather than a request
to approve two positions that could later be filled by undetermined retirees.

Notably, Human Resources initially rejected the hiring paperwork because it was
submitted before the employees’ retirement date. However, Human Resources’
rejection of the paperwork because of its submission timing does not negate the
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preexistence of the agreement. The HR manager explained that she did not know
whether the existence of the paperwork constituted a preexisting agreement, and

she was not certain about what to do when receiving such paperwork. She believed
that there were three options from which she could choose: approve the hiring
paperwork and hope that CalPERS does not take issue with it; advise the executive to
resubmit the paperwork after the employees’ retirement; or reject the hiring package
because there was a predetermined agreement. Had Human Resources rejected the
paperwork again after it was resubmitted, this situation may have been prevented.

Recommendations

To remedy the effects of the improper governmental activities this investigation
identified and to prevent those activities from recurring, Social Services should take
the following actions:

+ For both Employees A and B, work with CalPERS to appropriately address the
employees’ employment as retired annuitants in the absence of a bona fide
separation in service.

+ Provide Human Resources and management staff with training regarding
requirements for employing retirees, including the two conditions of a
bona fide separation.

Agency Response

Social Services reported that it contacted CalPERS regarding the violations of the
bona fide separation and that CalPERS is working directly with the two employees
to address this issue. Social Services also reported that it provided training on

the bona fide separation requirements to Human Resources staff and distributed
a memorandum to supervisors throughout the agency about the prohibition of
predetermined agreements in the appointment of retired annuitants.
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Chapter 3

OTHER IMPROPER GOVERNMENTAL ACTIVITIES

UNNAMED STATE AGENCY

The Chief Information Security Officer Improperly Disclosed Personal Information
CASE 12023-36545

Summary of Allegations and Investigative Results

In response to an allegation that the Chief Information Security officer (CISO) at
an unnamed state agency improperly disclosed personal information via email, we
initiated an investigation.

Our investigation determined that the CISO improperly disclosed to a candidate
personal information about multiple other candidates for a student assistant
position. In November 2023, the CISO forwarded an email to a candidate for a
student assistant position with the text, “so that you understand your competition.
You cannot share this” Attached to the email were 35 student assistant applications.
Those attached applications included employment histories, dates of birth, addresses,
and partial social security numbers for the other candidates.

The Information Practices Act of 1977 defines the information described above

as personal information and prohibits agencies from disclosing it without the
consent of the individual to whom the information pertains. Government Code
section 19990 also prohibits state employees from engaging in conduct inconsistent
with their duties, which includes providing confidential information to persons to
whom issuance of the information has not been authorized. During his interview
with us, the CISO stated that he did not obtain permission from the candidates

to send their information to another candidate. The CISO therefore violated state
law by forwarding candidates’ personal information to the third party. He also
violated the candidates’ right to privacy, enumerated in the California Constitution,
by forwarding their personal information to another person for no legitimate
business purpose.

The CISO provided explanations for his actions and acknowledged that he should not
have forwarded the email. When we asked the CISO about the email’s attachments,
he informed us that he was not aware that he had sent any of the attachments

with the email. Rather, the CISO believed that he had instead sent a spreadsheet

that included the candidates’ names, education, and estimated total years of
experience. However, when we showed him the attachments during his interview, he
acknowledged that sending the personal information was not right and that he was

at fault. The CISO also explained that he forwarded the email because he wanted

the candidate to understand the qualifications possessed by the other candidates he
would need to compete against in order to obtain the student assistant position.
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Although the CISO stated he was not aware that he had forwarded the email
attachments that contained personal information, he should have been aware of how
to protect personal information, given his leadership role and training. Among other
duties, a CISO is generally responsible for ensuring that departmental information
assets and technologies are adequately protected. The CISO has also taken
information privacy trainings multiple times during his tenure with the department.
Finally, when the CISO forwarded the email, he instructed the candidate not to share
the information with others, indicating that he was likely aware that it was either
inappropriate to share the information or that the information was confidential.

The CISO explained in his interview that he instructed the candidate not to share
the information because the CISO did not “want to feel that [he] was being unfair

to anybody” The CISO indicated that sharing information about the candidate’s
competition was not something he would want the candidate to disclose to others.
However, the CISO also acknowledged that he did not share the same information
with the other applicants for the position.

Recommendations

To remedy the effects of the improper governmental activities this investigation
identified and to prevent those activities from recurring, the unnamed department
should take appropriate corrective or disciplinary action against the CISO for the
improper disclosure of personal information.

Agency Response

The unnamed department informed us that it is investigating the issues raised in this
report and that it will take appropriate action according to its findings.
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CALIFORNIA DEPARTMENT OF EDUCATION
It Does Not Monitor Nonpublic Agencies That Provide Services to Students With
Exceptional Needs

CASE 12023-14333

Summary of Allegations and Investigative Results

In response to an allegation that the California

Department of Education (Education) does not
conduct on-site reviews of nonpublic,

About the Agency
nonsectarian agencies (nonpublic agencies), we
initiated an investigation. Education oversees the State’s public school system and
is responsible for the education of more than six million
Our investigation confirmed that Education neither students. It enforces education law and regulations
conducts on-site reviews as required by state law and continues to reform and improve public school

programs. Education’s Special Education Division provides
information and resources to serve the unique needs of
individuals with disabilities so that each person will meet
or exceed high standards of achievement in academic
and non-academic skills.

nor does it have an established process to monitor
nonpublic agencies. Notably, Education collected
$1.6 million in the 2024 calendar year to conduct
these oversight activities. By not monitoring
nonpublic agencies, Education cannot ensure that

nonpublic agencies are appropriately providing
alternative special education services to pupils
(students) with disabilities.

Background

Under state law, a local educational agency (local agency) can contract with a
nonpublic agency or a nonpublic, nonsectarian school (nonpublic school) to receive
alternative special education services. A local agency can be a school district, a
county office of education, a nonprofit charter school participating as a member of

a special education local plan area, or a special education local plan area. To provide
alternative special education services to local agencies, nonpublic agencies must first
be certified as meeting certain standards relating to these services.

Nonpublic agencies are private, nonsectarian establishments or individuals that
provide alternative special education services—such as physical and occupational
therapy, orientation and mobility services, and language and speech development
and remediation—that are necessary for individuals with exceptional needs to benefit
from their educational programs, in accordance with their individualized education
program (IEP). Similarly, nonpublic schools are private, nonsectarian schools that
enroll individuals with exceptional needs in accordance with each student’s IEP.

Education Code section 56366.1, subdivisions (a), (e), and (j), authorize the State
Superintendent of Public Instruction (superintendent) to certify nonpublic agencies
and nonpublic schools and to conduct on-site reviews to assess them for compliance
with certification requirements. In addition, Education Code section 56366.1,
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subdivision (m), requires the superintendent to collect fees annually from nonpublic
agencies and nonpublic schools and requires the superintendent to use the fees

to conduct on-site reviews. The annual fees ranged from $525 to $3,525 for 2024.
The superintendent is Education’s executive officer, and administrative functions

are carried out through the department. Education’s Special Education Division
carries out the duties related to certifying and monitoring nonpublic agencies and
nonpublic schools. As of July 2024, Education certified 809 nonpublic agencies and
252 nonpublic schools.

Education Does Not Have a Process to Monitor Nonpublic Agencies

Although Education has a process to monitor nonpublic schools, it does not have

a similar process to monitor nonpublic agencies. Education Code section 56366.1,
subdivision (j), requires Education to monitor the facilities, the educational
environment, and the quality of educational programs at a nonpublic school

or agency on a three-year cycle. Education’s three-year monitoring process for

a nonpublic school includes sending the nonpublic school a self-review form

by March 15 in year one. In year two, Education conducts an on-site review

to determine whether the nonpublic school is compliant with certification
requirements, program quality, IEP implementation, student safety, and policies and
procedures. This review may include conducting interviews with personnel, students,
and parents to follow up on areas of noncompliance and concerns previously

noted. In year three, Education conducts a follow-up visit on-site to verify staft
credentials and licenses and to review the nonpublic school’s behavioral programs.
The follow-up visit may also include the review of findings from the previous year’s
on-site review as well as any complaints about and investigations of the nonpublic
school, to address areas of concern. However, Education does not have a comparable
process to monitor nonpublic agencies.

Nor does Education conduct on-site reviews of nonpublic agencies before their initial
certifications, even though it conducts precertification on-site reviews of nonpublic
schools. Education’s nonpublic school monitoring process highlights the importance
of self-reviews, on-site reviews, and follow-up reviews in ensuring that entities
remain compliant with certification requirements, implement IEPs, offer quality
programs, and provide safe environments to students with exceptional needs.

Most nonpublic agencies provide alternative special education services at a school
because these nonpublic agencies may not have their own service locations.
Without a service location to review, it may not be practical for Education to
conduct an on-site review. However, 229 of the 809 certified nonpublic agencies
reported to Education that they provide services at their own service locations. As
of July 2024, Education data shows that these nonpublic agencies paid $434,135 in
certification fees for the 2024 calendar year. Education could have conducted on-site
reviews at these locations.

We obtained correspondence from January 2018 that was sent from the Special
Education Division’s Nonpublic Agencies Unit to nonpublic agency administrators
to inform administrators that Education would be implementing an annual
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monitoring program starting with the 2018 certification year. In October 2019, the
Special Education Division director at the time sent a letter to a nonpublic agency
administrator, explaining that a certification renewal fee increase was necessary

to ensure that Education maintains the required level of oversight of nonpublic
schools and nonpublic agencies serving students with disabilities. However, despite
the statements in these letters, we identified no evidence of any monitoring efforts.
We spoke with witnesses familiar with the certification and review process who
confirmed that Education does not monitor nonpublic agencies and has not done
so to their recollection. Unfortunately, the witnesses were unable to explain why
Education did not monitor nonpublic agencies despite collecting fees. Nonetheless,
any past intentions to monitor nonpublic agencies have not been realized. The
current Special Education Division Director, who was not appointed until after we
received this complaint, was not aware that Education was not monitoring nonpublic
agencies until our office started asking questions, and the director generally agreed
that Education should implement a monitoring process for nonpublic agencies.

Recommendations

To remedy the effects of the improper governmental activities this investigation
identified and to prevent those activities from recurring, Education should
implement a process to conduct on-site reviews before certifying nonpublic agencies
and to monitor nonpublic agencies on a three-year cycle in accordance with
applicable state law and regulations.

Agency Response

Education reviewed our report and reported that it is preparing a plan to implement
our recommendation.

Respectfully submitted,

it A

GRANT PARKS
California State Auditor

November 21, 2024
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