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SACRAMENTO COUNTY SHERIFF’S OFFICE

Scott R. Jones
Sheriff

January 28, 2020

Elaine M. Howle, CPA*
California State Auditor
621 Capitol Mall, Suite 1200
Sacramento, CA 95814

Dear Ms. Howle:

I am in receipt of the draft report entitled Automated License Plate Readers: To Better Protect
Individuals’ Privacy, Law Enforcement Must Increase Its Safeguards Over the Data It Collects,
which includes recommendations for the Sacramento County Sheriff’s Office to revise and
improve some of our Automated License Plate Reader program (ALPR) processes.

While I agree with some of your findings, I disagree with some of the characterizations made. ©)
As the Sheriff of Sacramento County, I take seriously the protection of our citizens, including

their personal privacy. Within our role as guardians of the data we collect, my staff works

diligently to develop and consistently apply security protocols that maintain the integrity of our

systems.

The Summary (Results in Brief) section of the report was clearly written separately or prior to @
the completion of the main body of the report, because it fails to present your teams’ actual
conclusions. Let me address each point.

Recommendation #1 — Review and revise policies

Before the Audit began, the Sacramento County Sheriff’s Office began reviewing and revising
policies governing a wide range of service deliverables. Although the Sacramento County
Sheriff’s Office existing policy contains the majority of the requirements outlined in California
Civil Code section 1798.90.51, it does not list the restriction on selling ALPR data. As
expressed during the interviews, my staff did say that the restriction on selling data is not listed
in the policy because the Sacramento Sheriff’s Office does not sell any data. The lack of
specifically addressing this fact in the ALPR policy is an oversight.

o6

REFER ALL CORRESPONDENCE TO SHERIFF'S OFFICE ¢ 4500 ORANGE GROVE AVENUE »« SACRAMENTO, CA 95841-4205

*  (California State Auditor’s comments begin on page 77.
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Recommendation #2 — Identify types of data and perform a security assessment

As you learned during the audit, the Sacramento County Sheriff’s Office began reorganizing
ALPR related security over two years ago. The initial step of this process was securing funding
to hire a fulltime Information Technology Analyst in hopes of increasing program administration
because this employee’s primary job will be the continuous development of ALPR related
security protocols that either meet or exceed these recommendations.

Recommendation #3 — Ensure the vendor offers the strongest possible data protections

The Sacramento County Sheriff’s Office completed extensive research in the use of cloud
storage systems and CJIS security. [ am aware your team received the latest contract between the
Sacramento County Sheriff’s Office and Vigilant Solutions and the Vigilant CJIS Security Policy
Guide. Both the contract and comprehensive policy provide a thorough explanation regarding
compliance including agreeing to participate in any Technical Security Compliance Audit
performed by the FBI-CJIS Division.

Recommendation #4 — Develop a process for handling ALPR image-sharing requests

Although the existing policy does provide language on how sharing data can occur, the
Sacramento County Sheriff’s Office began developing a ticketing system for handling various
technology requests over four years ago. As such, the natural progression was to utilize the same
request, approval, and record retention system used by the entire organization.

Recommendation #5 — Review the retention periods of ALPR images and data

The Sacramento County Sheriff’s Office is continually reviewing data retention practices.
Although, a simple review of searches provides a small subset of activity, the success of an
ALPR program could only come from tracking and identifying which cases provided leads or
convictions of data. During the audit, my understanding is your team was told this very fact. As
the agency prepares to transition to a new report writing system, I request our crime analysts to
conduct a multi-year study that will provide a realistic view of how long ALPR images provide
usefulness in the criminal justice system.

Recommendation #6 — Enable monitoring of user access and user queries of ALPR images
Throughout the audit your team requested a substantial number of reports and logs showing

when accounts were activated, deactivated, or changes occurred. The ability to provide these
reports demonstrated the robust nature of the logging system. Although your team learned the
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Sacramento County Sheriff’s Office has no reported incidents of ALPR misuse, I have directed
my program administrator to make certain fields mandatory to ensure proper documentation of
usage. With the addition of a dedicated IT Analyst, the expansion of audits already occurring
will surely continue.

Recommendation #7 — Ensure that ALPR access is limited to agency staff who have a right and a
need to know

Not only is this recommendation listed in the Sacramento County Sheriff’s Office policy, it is the

way the organization operates with all data systems. As this directly relates to ALPR, only 561

employees, out of a department of 2,170, have access to the system. While I understand your

position that a supervisor should approve each account, there were over 5,880 personnel moves ®
during 2019. The Sacramento County Sheriff’s Office uses Role Based Access Controls. Rather

than rely solely on a supervisor to approve a request, the application of Role Based Access

Control is how the Security Operations unit of the Sacramento Sheriff’s Office processes access

to this and all other law enforcement data systems. Role Based Access Controls are addressed by

the National Institute of Standards and Technology as a best practice.

In Conclusion

In the end, we are not opposed to implementing many of your recommendations and in fact, are
already in the process of doing so. Throughout the process, which was long and took many staff
hours, we made every effort to cooperate with the auditor’s requests for information and tried to
anticipate the types of problems they would find while trying to understand the actual uses and
practices within the ALPR program.

During interviews and based on some of the requests, we felt concern that there was a bias ®
toward a particular outcome, intended or otherwise. Because this report contains many redacted
sections, there is still some concern about what has not been shown to us. Nonetheless, we await @

your full findings about Sacramento and the other agencies covered in this report.

Very truly yours,

geﬁ‘?@w}

SCOTT R. JONES, SHERIFF



76 California State Auditor Report 2019-118
February 2020

Blank page inserted for reproduction purposes only.



California State Auditor Report 2019-118

Comments

CALIFORNIA STATE AUDITOR’S COMMENTS ON
THE RESPONSE FROM THE SACRAMENTO COUNTY
SHERIFF’'S OFFICE

To provide clarity and perspective, we are commenting on the
response to our audit report from the Sacramento County Sherift’s
Office. The numbers below correspond with the numbers we have
placed in the margin of its response.

We stand by the language we use to describe Sacramento’s ALPR
program. Our report provides appropriate context and sufficient
evidence to support our findings. Further, the Results in Brief
section of the report serves as a summary of the report as a whole
and as such it represents the overall conclusions for this report. The
details of our findings and conclusions are included in the Audit
Results section of the report.

We disagree with Sacramento’s contention that the department’s
current contract is thorough. On pages 22 and 23, we acknowledge
that Sacramento updated its contract with Vigilant in

September 2019. In reviewing that latest version, we determined
that it is missing some of the best practices outlined in CJIS policy,
as we show in Figure 3 on page 22. On page 21, we note that CJIS
policy states that a contract that clearly establishes data ownership
acts as a foundation for trust that the cloud vendor will protect the
privacy of the agency’s data.

Sacramento’s response implies that a process for approving
image-sharing requests and maintaining records outside of

the Vigilant system was already in place. However, although
Sacramento states that it began developing a ticketing system for
handling technology requests more than four years ago, as we
discuss on page 26, Sacramento could not provide any evidence of
records outside of the Vigilant user interface demonstrating when
or why it agreed to share with particular entities. As we further
point out on page 26, Sacramento’s ALPR policy currently does not
include a process for approving sharing requests.

Sacramento’s proposed study of ALPR images may benefit its
ALPR program. Our analysis of the search records from the
agencies we reviewed—summarized on page 30 and in Table 2—
presents one method of identifying the age of the data personnel
are using. We point out on page 31 that the agencies’ existing
ALPR systems provide the ability to conduct such an analysis.
Nevertheless, our recommendation does not preclude the type of
analysis Sacramento describes in its response.
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We stand by our recommendation that Sacramento should have

a policy that clearly states the staff classifications, ranks, or other
designations that may hold ALPR system user accounts and that
accounts are granted based on a need to know and a right to know.
As we state on page 32, each ALPR administrator, including
Sacramento’s, stressed the concept of “need to know, right to know”
Assigning an individual an ALPR account based strictly on his or
her classification or role—the practice Sacramento follows—does
not ensure that an individual has a need to know because of their
specific assigned work.

Sacramento’s concern about bias is unfounded. To meet generally
accepted government auditing standards, which my office

is obligated to comply with, we have and follow policies and
procedures for all audits to ensure that we identify and rectify any
threats to our independence, including bias. Moreover, we follow
quality control procedures on every audit that ensure that we
have sufficient and appropriate evidence to support our findings
and conclusions.

Sacramento received draft text that was relevant to our findings
about it. State law requires us to keep confidential information
about an unpublished audit. Consequently, we cannot share with
one agency information about another. Sacramento received a draft
audit report with redacted information regarding other agencies as
necessary to maintain confidentiality. During our exit conference,
we stressed that staff should contact us with questions they might
have about the draft report during the formal review period;
Sacramento did not contact us. We also contacted Sacramento’s
ALPR administrator during the formal review period to inquire
about questions staff may have, and he did not return our call.



