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* California State Auditor’s comments begin on page 77.
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Comments

CALIFORNIA STATE AUDITOR’S COMMENTS ON 
THE RESPONSE FROM THE SACRAMENTO COUNTY 
SHERIFF’S OFFICE

To provide clarity and perspective, we are commenting on the 
response to our audit report from the Sacramento County Sheriff ’s 
Office. The numbers below correspond with the numbers we have 
placed in the margin of its response.

We stand by the language we use to describe Sacramento’s ALPR 
program. Our report provides appropriate context and sufficient 
evidence to support our findings. Further, the Results in Brief 
section of the report serves as a summary of the report as a whole 
and as such it represents the overall conclusions for this report. The 
details of our findings and conclusions are included in the Audit 
Results section of the report.

We disagree with Sacramento’s contention that the department’s 
current contract is thorough. On pages 22 and 23, we acknowledge 
that Sacramento updated its contract with Vigilant in 
September 2019. In reviewing that latest version, we determined 
that it is missing some of the best practices outlined in CJIS policy, 
as we show in Figure 3 on page 22. On page 21, we note that CJIS 
policy states that a contract that clearly establishes data ownership 
acts as a foundation for trust that the cloud vendor will protect the 
privacy of the agency’s data.

Sacramento’s response implies that a process for approving 
image‑sharing requests and maintaining records outside of 
the Vigilant system was already in place. However, although 
Sacramento states that it began developing a ticketing system for 
handling technology requests more than four years ago, as we 
discuss on page 26, Sacramento could not provide any evidence of 
records outside of the Vigilant user interface demonstrating when 
or why it agreed to share with particular entities. As we further 
point out on page 26, Sacramento’s ALPR policy currently does not 
include a process for approving sharing requests.

Sacramento’s proposed study of ALPR images may benefit its 
ALPR program. Our analysis of the search records from the 
agencies we reviewed—summarized on page 30 and in Table 2—
presents one method of identifying the age of the data personnel 
are using. We point out on page 31 that the agencies’ existing 
ALPR systems provide the ability to conduct such an analysis. 
Nevertheless, our recommendation does not preclude the type of 
analysis Sacramento describes in its response. 
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We stand by our recommendation that Sacramento should have 
a policy that clearly states the staff classifications, ranks, or other 
designations that may hold ALPR system user accounts and that 
accounts are granted based on a need to know and a right to know. 
As we state on page 32, each ALPR administrator, including 
Sacramento’s, stressed the concept of “need to know, right to know.” 
Assigning an individual an ALPR account based strictly on his or 
her classification or role—the practice Sacramento follows—does 
not ensure that an individual has a need to know because of their 
specific assigned work. 

Sacramento’s concern about bias is unfounded. To meet generally 
accepted government auditing standards, which my office 
is obligated to comply with, we have and follow policies and 
procedures for all audits to ensure that we identify and rectify any 
threats to our independence, including bias. Moreover, we follow 
quality control procedures on every audit that ensure that we 
have sufficient and appropriate evidence to support our findings 
and conclusions.  

Sacramento received draft text that was relevant to our findings 
about it. State law requires us to keep confidential information 
about an unpublished audit. Consequently, we cannot share with 
one agency information about another. Sacramento received a draft 
audit report with redacted information regarding other agencies as 
necessary to maintain confidentiality. During our exit conference, 
we stressed that staff should contact us with questions they might 
have about the draft report during the formal review period; 
Sacramento did not contact us. We also contacted Sacramento’s 
ALPR administrator during the formal review period to inquire 
about questions staff may have, and he did not return our call. 
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